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The Privacy and Electronic Communications Regulations (PECR) sit alongside the Data Protection Act 
and the GDPR. They give people specific privacy rights in relation to electronic communications. 
 
PECR are the Privacy and Electronic Communications Regulations. Their full title is The Privacy and 
Electronic Communications (EC Directive) Regulations 2003. 
 
The e-privacy Directive complements the general data protection regime and sets out more-specific 
privacy rights on electronic communications. It recognises that widespread public access to digital 
mobile networks and the internet opens up new possibilities for businesses and users, but also new 
risks to their privacy. 
 
PECR have been amended seven times. The more recent changes were made in 2018, to ban cold-
calling of claims management services and to introduce director liability for serious breaches of the 
marketing rules; and in 2019 to ban cold-calling of pensions schemes in certain circumstances. 
This guide covers the latest version of PECR, which came into effect on 9 January 2019, with some 
updates to cover changes made by the GDPR from 25 May 2018. 
 
The EU is in the process of replacing the e-privacy Directive with a new e-privacy Regulation to sit 
alongside the GDPR. However, the new Regulation is not yet agreed. For now, PECR continues to apply 
alongside the GDPR. 
 
PECR cover several areas: 
Marketing by electronic means, including marketing calls, texts, emails and faxes. See the Electronic 
and telephone marketing section of this guide for more information. 
Privacy of customers using communications networks or services as regards traffic and location data, 
itemised billing, line identification services (eg caller ID and call return), and directory listings. See 
the Communications networks and services section of this guide for more information. 
The GDPR does not replace PECR, although it changes the underlying definition of consent. Existing 

PECR rules continue to apply, but using the new GDPR standard of consent. 
 
ICO has several ways of taking action to change the behaviour of anyone who breaches PECR. They 
include criminal prosecution, non-criminal enforcement and audit. The Information Commissioner can 
also serve a monetary penalty notice imposing a fine of up to £500,000 which can be issued against 
the organisation or its directors. 
 
Your business has documented what personal data you hold, where it came from, who you share it 
with and what you do with it. 
 
Your business has identified your lawful bases for processing and documented them. 
 
reviewed how you ask for and record consent. 

https://ico.org.uk/for-organisations/guide-to-pecr/electronic-and-telephone-marketing/
https://ico.org.uk/for-organisations/guide-to-pecr/electronic-and-telephone-marketing/
https://ico.org.uk/for-organisations/guide-to-pecr/communications-networks-and-services/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/consent/
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 systems to record and manage ongoing consent. 
 
Register with ICO 
 
Your business has a process to recognise and respond to individuals' requests to access their personal 
data. 
 
Your business has processes to ensure that the personal data you hold remains accurate and up to 
date. 
 
process to securely dispose of personal data that is no longer required or where an individual has 
asked you to erase it. 
 
procedures to respond to an individual’s request to restrict the processing of their personal data. 
 
Your business has processes to allow individuals to move, copy or transfer their personal data from 
one IT environment to another in a safe and secure way, without hindrance to usability. 
 
procedures to handle an individual’s objection to the processing of their personal data. 
 
Your business has identified whether any of your processing operations constitute automated decision 
making and have procedures in place to deal with the requirements. 
 
data protection policy. 
 
monitors your own compliance with data protection policies and regularly reviews the effectiveness 
of data handling and security controls. 
 
data protection awareness training for all staff. 
 
written contract with any data processors you use. 
 
Your business manages information risks in a structured way so that management understands the 
business impact of personal data related risks and manages them effectively. 
 
Your business has implemented appropriate technical and organisational measures to integrate data 
protection into your processing activities. 
 
Your business understands when you must conduct a DPIA and has processes in place to action this. 
 
Your business has a DPIA framework which links to your existing risk management and project 
management processes. 
 
Your business has nominated a data protection lead or Data Protection Officer (DPO). 
 
Decision makers and key people in your business demonstrate support for data protection legislation 
and promote a positive culture of data protection compliance across the business. 
 
Your business has an information security policy supported by appropriate security measures. A good 
starting point is to establish and implement a robust Information Security policy which details your 
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approach to information security, the technical and organisational measures that you will be 
implementing and the roles and responsibilities staff have in relation to keeping information secure. 
 
Your business ensures an adequate level of protection for any personal data processed by others on 
your behalf that is transferred outside the European Economic Area. The GDPR imposes restrictions 
on the transfer of personal data outside the European Union, to third countries or international 
organisations. 
These restrictions are in place to ensure that the level of protection of individuals afforded by the 
GDPR is not undermined. 
Personal data may only be transferred outside of the EU in compliance with the conditions for transfer 
set out in Chapter V of the GDPR. 
The GDPR introduces a duty on all organisations to report certain types of personal data breaches to 
the ICO and, in some cases, to the individuals affected. 
A personal data breach means a breach of security leading to the destruction, loss, alteration, 
unauthorised disclosure of, or access to, personal data. 
You only have to notify the ICO of a breach where it is likely to result in a risk to the rights and freedoms 
of individuals. 
Where a breach is likely to result in a high risk to the rights and freedoms of individuals, you must 
notify those concerned directly and without undue delay. 
In all cases you must maintain records of personal data breaches, whether or not they were notifiable 
to the ICO. 
A notifiable breach has to be reported to the ICO within 72 hours of the business becoming aware of 
it. The GDPR recognises that it will often be impossible to investigate a breach fully within that time-
period and allows you to provide additional information in phases. You should make sure that your 
staff understand what constitutes a personal data breach, and that this is more than a loss of personal 
data. 
You should ensure that you have an internal breach reporting procedure in place. This will facilitate 
decision-making about whether you need to notify the relevant supervisory authority or the public. 
In light of the tight timescales for reporting a breach - it is important to have robust breach detection, 
investigation and internal reporting procedures in place. 
 
 
 
 
 


